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CONSENSUS ALGORITHMS OF BLOCKCHAIN TECHNOLOGY OF
INCREASING THE RELIABILITY OF INFORMATION
Akhatov A.R., Nazarov F.M., Rashidov A.E.
Samarkand State University

Annotation. In this study, the mechanisms and algorithms of consensus algorithms in blockchain
technologies are studied. The essence of consensus algorithms is given in the application cases. Consensus
algorithms analyze the content and differences between the application of PoW and PoS algorithms and determine
the parameters to increase data reliability. The layers of the blockchain and the mechanisms for applying consensus
in these layers have been studied. The study was conducted to increase data security and reliability based on the
integration of cryptographic methods with consensus algorithms.

Key words: Data Reliability, Blockchain Technology, Consensus Algorithms, Blockchain Layers,
Cryptography, Distributed Registry.

MA’LUMOTLAR ISHONCHLILIGINI OSHIRISHDA BLOKCHEYN
TEXNOLOGIYASINING KONSENSUS ALGORITMLARI
Axatov A.R., Nazarov F.M., Rashidov A.E.

Samarqand davlat universiteti

Annotatsiya. Mazkur tadqiqgot ishida blokcheyn texnologiylarida konsensus algoritmlarining ishlash
mexanizmlari va algoritmlari tadqiq etilgan. Bunda konsensus algoritmlarining mohiyati qo ‘llanilish holatlari
keltirib o ‘tilgan. Konsensus algoritmlarida PoW va PoS algoritmlarining qo ‘llanilish mazmuni va farqlari tahlil
qilinib, ma’lumotlar ishonchliligini oshirish parametrlari belgilab olingan. Blokcheynning qatlamlari va bu
qatlamalarida konsensusni qo ‘llash mexanizmlari tadqiq qilingan. Tadgiqotda konsensus algoritmlari bilan
kriptografik usullarni integratsiyatsiyalash asosida ma’lumotlar xavfsiligi va ishonchliligini oshirish amalga
oshirilgan.

Kalitli so‘zlar: ma’lumotlar ishonchliligi, Blokcheyn texnologiyasi, Konsensus algoritmlari, Blokcheyn
qatlamalari, Kriptografiya, tagsimlangan reestr.

KOHCEHCYCHBIE AJITOPUTMBI BJIOKYEHH-TEXHOJIOT U
MNOBBILWEHUSA JTOCTOBEPHOCTHU NH®OPMAILINU
Axatov A.R., Nazarov F.M., Rashidov A.E.
Camapkanockuii 20cyoapcmeennblii yHugepcumemn

Auuomauuﬂ. B oannom uccreoosanuu usyuaromcs Mexanusmvl u aicopunmvl KOHCEHCYCHbIX AlcOpummos 6
mexnonozusx onoxuetin. Cyms aneopummos KOHCEHCYCa PAcKpbleaemcs 8 npumepax npumenenus. B areopummax
KOHCEHCYCca aHanusupyemcs cooepaicanue u paziuyus 6 npumenenuu areopummos PoW u PoS u onpedensromcs
napamempbol 0151 NOBLIUEHUS. docmogepyocmu uh@op/wauuu. boinu u3yieHol cjiou OIOKYelHa U MexaHu3mbl
NpumMernerusl KOHCEHCycd Ha Omux YpPOGBHSX. Hcceneoosanue Hanpaeleno Ha noevluieHue bezonacnocmu  u
docmoseprocmu  uHopmMayuu 3a cuem UHMeZpAYUU  KPUNmMozpapuueckux Memooo8 ¢ KOHCEHCYCHbIMU
anzopummamul.

Knrwouesvie cnosa: [Jocmosepnocmu ungopmayuu, mexuono2us OIOKUElH, aleopummbl KOHCEHCYCd, CLOU
bnokuelina, Kkpunmozspagus, pacnpeoesieHtvlil peecmp.

Introduction. Based on the experience of leading developed countries in the development
of information technologies in Uzbekistan and their introduction into production, science,
education and sports, the solution on the basis of distributed register-based blockchain
mechanisms will serve to improve the quality of this sector.

Nowadays, with the sharp increase in the flow and volume of information, the problem of
processing this information and ensuring their security is also increasing significantly. The use of
blockchain technology in increasing data reliability is a new approach. The use of blockchain
technology is an effective way to ensure information reliability in improving the data reliability
of automated control systems based on network technology [1, 2].

Ensuring the confidentiality, integrity and reliability of information at all stages of its
timely receipt and transmission is of great importance in increasing the reliability of information.
Currently, the development factors of blockchain technology are also determined by the focus on
the use of decentralized technologies for database protection, ensuring the variability and
implementation of actions related to security levels. Blockchain technologies and principles
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allow to achieve maximum transparency and versatility of application in the rapidly changing
"digital world" in their implementation.

A blockchain is a type of distributed ledger consisting of consecutive blocks chained
together following a strict set of rules. Here, each block is created at a predefined interval, or
after an event occurs, in a decentralised fashion by means of a consensus algorithm. Even though
the terms blockchain and DLT (Distributed Ledger Technology) are used inter-changeably in the
literature, there is a subtle difference between them which is worth highlighting. A blockchain is
just an example of a particular type of ledger, there are other types of ledger. When a ledger
(including a blockchain) is distributed across a network, it can be regarded as a Distributed
Ledger [2, 3].

In general, blockchain technology is a multifunctional and multi-level information
technology designed to reliably account for network procedures and actions performed on a
network. This technology is a technology that keeps records of all transactions at a given time in
a reliable distribution. A blockchain is a chain of information blocks, the amount of which is
constantly growing due to the addition of new blocks. This is a chronological database, i.e., the
time at which such a database is stored is inextricably linked to the information itself, which
makes it unstable.

Blockchain consensus algorithms in increasing data reliability. Depending on the
composition of the controlled systems, the use of blockchain mechanisms, the form of the data
and their types, of course, the choice of one of the consensus algorithms is required. Consensus
algorithms are used to validate the data contained in distributed registry technology. Consensus
algorithms also include a set of hybrid solutions, including Proof-of-Burn (proof of resources),
Proof-of-Activity (proof of assets), Proof-of-Capacity (proof of quantities), Proof-of-Storage
(proof of savings). While these hybrid algorithms combine the advantages of the two approaches,
they do not overcome the vulnerabilities in the data reliability of control systems [3, 4]. This is
due to the fact that it does not comply with the principles of governance and has an excess of
resources. Figure 1 shows the application of Blockchain consensus algorithms in year-round
systems.

Of the consensus algorithms
currently based on blockchain, the
Proof of Work and Proof of Stake
algorithms are the most popular. g

The principle of operation of the 1 [
algorithm Proof of Work (Pow). Pow is 1 N
based on the principle of proving the — , B
work done and is to guarantee the 10
authenticity of the block by solving a ‘

B - o WL L L W

.\ .4
e T s e N T o S,

complex calculation problem of each . Koy

transaction involved in the network.
Originally, the concept of Pow was
proposed in 1993, in which it included
only the theoretical aspect. In 1997,
this idea was used in HashCash to
protect against spam. Complex hash
calculations had to be performed to
send the data. No human intervention is
required during Pow’s operation. Each
process is checked in automatic mode,

e
’ ‘ POW + Pos
(1124
, DPes
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DPoS  ® Proof of Activity W dBFT Proof of Authority B PoW + Pos

Fig 1. Application of consensus algorithms
in year-round systems.
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but it is an energy-intensive process and requires a large amount of computing power and, in
contrast, less time and money in checking the result [5]. For a successfully completed
transaction, the user is interested in receiving information on the network.

This principle was originally applied since the existence of the bitcoin system and provided
a clearly available amount of bitcoin as a benefit. In our opinion, this blockchain technology is
defined to expand the popularity but is very important for the functional capabilities of the
benefit mechanism technology and can be applied to information systems in various fields.

Ensuring a high level of information security in Powda is a huge achievement, but it
suffers from a serious shortcoming in managed systems. At the same time, inefficient use of
resources and the gradual loss of centralization, that is, an increase in shares, leads to an increase
in resource utilization [6, 7]. Even in the Bitcoin system, the cryptocurrencies in which Pow
operates are characterized by secondary costs. However, these costs decrease with the increase in
the volume of transactions performed on the network and depend on the available computing
power for hackers. To maximize the risk of secondary consumption, users wait for their
transactions to be approved and use additional protection mechanisms to reduce the risks. For
this reason, relying on algorithms that require less resource use and do not lead to the
centralization of data acquisition in the network leads to higher efficiency. The working principle
of the Proof of Stake (Pos) algorithm. In blockchain-based systems today, it consists of methods
and solutions based on a common (Proof-of-stake or Pos) share validation algorithm.

Pos was first used in 2012 in PPCoin (Peercoin) cryptocurrency. Objects called “stakes”
are used to identify the node where each block gets access to the next block. This process
performs almost the same function as Pow, but in which the load and complexity are
proportionally separated. For example, digital resources in a user account are taken as the basis,
1.e. the next block can most likely be created by a user who has more balance in the content of
resources. Systems using the POS method are usually based on decentralized management and
backup principles, which does not ensure that fraudsters know exactly which version of the
blockchain [2, 7].

Determining this process requires a great deal of computation and time effort, with the
result that data risk does not provide a clear benefit to success. Such a scheme is more
progressive and advanced compared to Pow, because it does not require much resources and
parameters of computers. The protection of such an algorithm is beyond doubt, because in order
for a malicious user to attack, it must have a more resource balance than the rest of the network.
However, the other side of the issue is the accumulation of large resources on the one hand,
which affects the decentralization of the network.

A user or group of users with a larger amount of resources may apply their own procedures
and rules. This is a serious problem for any security system. If Pos is explained in simple terms,
then the definition of the algorithm principle can be given as follows. The higher your share in
the system, the more likely your mine will be successful.

The taxonomy of blockchain consensus algorithms is shown in Figure 2.

Consensus
properties

Structural Block & reward Security Performance
properties properties properties properties

Fig 2.Taxonomy of consensus properties.
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This process also applies to security, because the Proof of Stake is not only the security of
the mine, but also the security of the assets. If there are a sufficient number of nodes in the
system, the effect of a hacker attack on system data will most likely be eliminated. In addition,
for a data attacker, the network must have a huge share of publicity and very large costs. As a
result, the method based on the Pos algorithm is the most efficient method for management
systems because every piece of information in management systems is classified as a share.

With the introduction and advancement of different blockchain systems, there has been a
renewed interest in distributed consensus with the consequent innovation of different types of
consensus algorithms. These consensus algorithms have different characteristics and
functionalities. In this section, we first distinguish between two major types of consensus.

Incentivised Consensus. Some consensus algorithms reward participating nodes for
creating and adding a new block in the blockchain.

Non-incentivised Consensus. Private blockchain systems deploy a type of consensus
algorithms that do not rely on any incentive mechanism for the participating nodes to create and
add a new block in the blockchain.

Blockchain Layers. There are several components in a blockchain system whose
functionalities range from collecting transactions, propagating blocks, mining, achieving
consensus and maintaining the ledger for its underlying crypto-currencies, and so on.

These components can be grouped together according to their functionalities using
different layers similar to the well-known TCP/IP layer. In fact, there have been a few
suggestions to design a blockchain system using a layered approach [1]. The motivation is that a
layered design will be much more modular and easier to maintain. For example, in case a bug is
found in a component of a layer in a blockchain system, it will only affect the functionalities of
that corresponding layer while other layers remain unaffected. For example, David et al. [1, 4]
suggest four layers: consensus, mining, propagation, and semantic. However, we believe that the
proposed layers do not reflect the proper grouping of functionalities.

For example, consensus and mining should be part of the same layer as mining can be
considered an inherent part of achieving consensus. In addition to this, some blockchain systems
might not have any mining algorithms associated with it. In this paper, we, therefore, will define
four layers (Figure 3): network, consensus, application, and meta-application. The functionalities
of these layers are briefly presented below.

Consenus algorithms in the layers of the blockchain maintain the integrity of the data,
resulting in a high level of reliability.

Data storage algorithm based on blockchain mechanisms. In the application of
blockchain technology, despite the fact that the blocks are distributed on the Internet, in fact,
each data can be encrypted to access the content of the block anywhere in the network, and thus
allow access to secure storage. To form a database based on blockchain technology, the data
stored in each block in the database is considered to be encrypted according to the parameter of
the data in the previous block. In each transaction, information is classified and stored based on a
knowledge base [3, 8]. According to the above mechanism, the database of information systems
in the network is formed on the basis of blockchain technology according to the following
algorithm:

1. Consensus algorithms are selected based on the form and type of data;

2. The cryptographic function is selected based on the encryption method;

3. The initial data block is formed;

4. Each n-block key is formed according to the parameter of the information contained in the

(n-1)-block;

5. The information stored in each block is cryptographically encrypted on the basis of the
generated key;
6. Encrypted information is placed in the block.

“Pa3BUTHE HAYKH M TEXHOJIOTHii” Hay4Ho-TeXHHYeCKHUii :KypHaI Ne1/2022 118



MudopmaTuka Ba ax00pOT —KOMMYHMKAI[MOH TU3UMAaP

Io-Voung I PKI DNS § Escrowing Casino l

/'

Meta-Applicatio
Layer
i)

Application
Layer
)\

Consensus
Layer
) |

Network
Layer
B

Fig.3. Layers of blockchain.

Forming a cryptographic chain in the process of blockchain-based data storage serves to
ensure data reliability. The statistics on data storage and security based on Blockchain for the last
4 years are shown in Figure 4.
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Fig.4. Blockchain application and security parameters over the years.
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Forming a database based on the above algorithm serves to ensure database security. As a

result, based on this algorithm, it is possible to increase the data reliability of the control system.
Conclusion.

The study examined increasing data reliability based on consensus algorithms of
Blockchain technologies. Consensus algorithms, operating principles, and application cases were
analyzed. A data storage algorithm based on consensus algorithms of blockchain technology has
been developed. The mechanism and algorithms developed above allow the integration of
blockchain mechanisms with cryptographic methods. As a result, it is possible to increase the
efficiency of data reliability based on the security of the database of information systems.

References:

1. Mohammad Jabed Morshed Chowdhury, Mohammad Hoque and Alan Colma. Blockchain
Consensus Algorithms: A Survey. Md Sadek Ferdous, Member, IEEE. All content following
this page was uploaded by Md. Sadek Ferdouson 07 February 2020.

2. AxaroB A.P., HazapoB ®.M. Metozsl peanu3anuu OJIOKUYCHH Ha OCHOBE KpUNTOrpaduuecKon
3alMUTHl JUIA CHCTEMBl OOpOOOTKHM MJaHHBIX C OrpaHMYEHHEM | 3ara3[blBaHuEM B
JJIEKTPOHHOM  JIOKYMEHTO00OpoTe. “BeCTHHK KOMIBIOTEPHBIX U  HMH()OPMAIIMOHHBIX
TEXHOJIOTHI~ MEXKIyHApOIHBIH Hay4dHbId JKypHan./, MockBa. OOO W3marenbCkuii oM
«Cnextp» Nel0.[3-13] c. Doi: 10.11489 /issn.1810-7206. 2019.

3. Akhatov A.R., Nazarov F.M., Meliyev F.F. Development of Models and Algorithms for
Improving the Reliability of Transfer of Information Based on the Application of
Cryptographic Methods to the Distributed Register Technology. “International Journal of
Control and Automation” Australia.pp. 1118 — 1129, Vol. 13, No.2, (2020).

4. L.Wang, X.SHen, J.Li, J.SHao, Y.Yang. Cryptographic primitives in blokcheyns. Journal of
Network and Computer Applications, vol. 127, P. 43 — 58, 2019.

5. Pierre-Yves Piriou., Jean-Francois Dumas. Simulation of stochastic blockchain models.
CHatou, France. P.[1-8]. 2018.

6. R.Mayank, G.Danilo, K.Katina. SoK of Used Cryptography in Blockchain. Department of
Information Security and Communication Technologies, Norwegian University of Science
and Technology. P 54. 2019.

7. C.lLIlanacenko. CoBpeMEHHbIE METOJIbl BCKPBITHS alropuTMoB mudpoBanus. Y. 1.
CIOWorld. —23.10.2006.

8. [L.1.Tyrybanun, A.Il.Kupnuunukos. OTceHka KpUNTorpaduyeckoi CTOMKOCTH alropuTMOB
acuMMeTpu4Horo mudponanus. BectHuk texHonorumdeckoro ynusepcutera. T.20, NelO, c.
94-99, 2017.

Akhatov Akmal Rustamovich - Head of the Department of Natural and Applied Sciences,
Samarkand State University, Doctor of Technical Sciences, Professor. Tel .: +998902716418. E-
mail: akmalar@rambler.ru

Nazarov Fayzullo Mahmadiyarovich - Head of the Department of Information
Technology, Samarkand State University, Doctor of Philosophy in Engineering, PhD. Tel .:
+998944798640. E-mail: fayzullo-samsu@mail.ru

Rashidov Akbar Ergash oglu - Assistant of the Department of Information Technology,
Samarkand State University. Tel .: +998941816422. E-mail: researcher.are @ gmail.com

“Pa3BUTHE HAYKH M TEXHOJIOTHii” Hay4Ho-TeXHHYeCKHUii :KypHaI Ne1/2022 120



	Обложка 1-2022_1.pdf (p.1-2)
	мундарижа (2022-1).pdf (p.3-4)
	001_Техника,_технология_ва_жихозлар 1.pdf (p.5-24)
	002 Кимё ва кимёвий технология.pdf (p.25-72)
	003 Машинасозлик ва энергетика (2).pdf (p.73-105)
	004_Информатика_ва_ахборот–коммуникацион_тизимлар_3_2.pdf (p.106-122)
	005_ОЗИҚ_ОВҚАТ_САНОАТИ_ТЕХНОЛОГИЯЛЯРИ_2_2_2_3_2.pdf (p.123-147)
	006 ТЎҚИМАЧИЛИК ВА ЕНГИЛ САНОАТ ТЕХНОЛОГИЯЛЯРИ (ЯН).pdf (p.148-198)
	007. А ва И И Ф.pdf (p.199-266)
	Adabiyotlar ARM.pdf (p.267-279)

