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Abstract: The main purpose of the rapid development of technologies in modern times 

is to replace the old ones a new type of communication that uses wired connections as a means 

of wireless communication, i.e. wireless communication. The Internet of Technology (IoT) is a 

very unique platform that is gaining popularity day by day day the reason for this is the 

development of technology and its capabilities to connect to everything. This feature of the link 

provided several things in itself a wide range of opportunities and development. It is true that 

technology in various fields evolved over the years, so we observe a rapid change in form, sizes 

and capacities of various tools, components and products used in everyday life. With a platform 

like IoT, this benefit is facilitated by streamlined technology the work also benefits both the 

manufacturer and the end user.Main The reason for moving to this type is to improve 

scalability, improve mobility, and reduce production time and cost. To achieve this, it is 

necessary to consider the type of application as well as the communication protocol should be 

robust and support low loss transfer. The current industrial revolution uses a variety of 

technologies, one of which is This is the Internet of  things. IoT is a rapidly developing 

technology that is a network of various physical objects embedded sensors, software, and 

network connectivity that allow objects to collect and share data. In this paper, we propose an 

automation system that can make intelligent decisions for industrial applications can also 

automatically monitor and generate alerts using the IoT concept. Contribution of this article 

demonstrating the use of the system IoT in the latest industrial revolution. Help improve IoT 

access to the application from anywhere in the world. The IoT connects anything to the Internet 

by definition protocols that allow devices to communicate intelligently with intelligent 

monitoring and increase capacity performance indicators increase. 
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Introduction 

Industrial automation can be defined as the use of different control systems that control 

different mechanisms processes in industry to reduce human effort. The current focus of 

automation has shifted to augmentation flexibility and quality in the process that depends on 

increasing productivity, employee safety and reducing costs with human operators. This type 

of automation eliminates costs associated with health care, paid time off, and holidays related 

to man. In addition, the industry has less maintenance costs associated with machinery as only 

maintenance engineers are involved in its maintenance. All this is usually associated with high 

initial costs, but this leads to significant costs subsequently saving costs for the industry. IoT 
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enables a variety of sensors after sensing, regularly exchanging information and 

communicating with all devices connected to each other Internet. This data is then analyzed to 

make and take intelligent decisions to manage production more efficiently. IoT It allows us to 

share information with various devices connected via the Internet, which makes us smarter 

monitoring and management. The Industrial Internet is the convergence of several key 

technologies to produce a larger system the sum of its parts. Recent advances in sensor 

technology, such as a sensor, can produce more than just data clear but predictable. Similarly, 

through their controllers, machine sensors can be self-aware, self-predictive, and self-

comparison. For example, they can compare their existing configuration and environment 

settings with preconfigured ones optimal data and thresholds. It provides self-diagnosis. Sensor 

technology has declined significantly recent years in terms of price and volume. It can make 

machines, processes and even people financial and technically possible. Recognizing the 

advancements and emerging applications in IoT technology, our motivation in this research 

review is to explore the advantages, disadvantages, opportunities, and challenges inherent in 

IoT technology, protocols, and its applications. Our survey is different from the survey listed 

above. We have chosen a large number research papers and this article mainly provides an 

overview of the life changing phenomenon of IoT and various technologies, challenges and 

real world applications. He followed him who revolutionized our world with his angry world 

view. Contributions papers are summarized as follows. In particular, firstly, this article 

provides a comprehensive overview of IoT technology in terms of RFID, which provides a 

wireless sensor network. technologies, antennas for IoT technology. 

Technology in IoT 

In IoT applications, the transmission of data generated by devices or resources is mandatory to 

the internet. Proof of connectivity and coverage is a challenging task for IoT applications. Users 

or vendors have always wanted to collect data and analyze it for further processing further 

improving their devices. New technologies should be introduced properly for data transmission 

and processing. Better than switching to another network a privileged network would be a good 

choice, especially for its own applications. These days, networks are actively involved in the 

development of wired or wireless communication channels or protocols. But cost and 

infrastructure development play an important role in development Technology for IoT. The 

technology embedded in IoT is shown in Picture 1. Brief information A description of each of 

these elements will be described later. 
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Picture 1. Scheme of technologies embedded in IoT 

The first tag describes the antenna. It tends to gather energy to channelize. This energy build-

up consists of a fact-based feature if the area of the corresponding tag antenna is larger and 

vice versa. Tag antenna is possible produced using an assortment of materials. They can be 

printed, scratched or stamped Conductors are stored in ink or even vapor labels. Tag antenna 

not only transmits the wave that transmits the data is placed on the tag, but in addition it must 

also receive wave from the person to provide vitality for the tag operation. The tag must be an 

antenna small volume, minimal effort and easier to manufacture for large scale production. In 

general, the tag receiving device should have a multi-directional beam or a hemispherical 

circle. Often, the impedance of the label chip is not 50 ohms the radio wire must directly 

understand the conjugate match with the label chip, to provide maximum energy to the tag 

chip. Tag antenna hardware can be a signal turn or multiple turns as shown here. While the 

development of wireless sensor networks was inspired by military applications, today they 

consist of free gadgets that use the sensor to display the screen. physical conditions applied to 

industrial infrastructure, robotics, well-being, activity and many customer areas. Wireless 

sensor network is part of the IoT class. Reconfigurable homogeneous or heterogeneous network 

scenarios need of the hour for IoT such as network automation. Industrial automation monitor 

and control now is an important day. Automation is something that moves on its own means 

controlling the system without human interference and compare manual handling. The control 

is a group of techniques that control the system provides the required input signal. This article 

develops a system it automatically monitors and controls the industry electrical equipment and 

gives warnings to the authorized person Using the concepts of IoT, wireless devices, 

smartphones, and built sensor IoT. An embedded system is a computer other than a computer 

a personal computer to carry out a special purpose. Embedded systems are mixtures of 

components along with internal, chemical, exciting undisturbed computer. Based on their 

operational and interpretation the set conditions are divided into four sections. Real includes 

hard and soft set time system. As you know, IOT is not a new concept, although it is a new to 
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deligence. This concept was not difficult, however thing is coercion. IOT explains a system 

within a system where the agenda is the sensual world and all the sensors devices it depends 

on the randomness, it depends on the sensors to the internet. Communication between sensors 

target or devices or control unit or vice versa wireless LAN connections Can be WIFI, 

Bluetooth etc. 

Challenges in IoT security 

Since the basic principle of IoT involves connecting devices, it makes everything addressable 

and can be located, which in turn makes our lives easier. However, doing anything connected 

to the internet opens the door to hackers. Right unsure about privacy and security, the user is 

not involved in IoT. Therefore, it must have a strong infrastructure following are some of the 

challenges that IoT may face when dealing with security. Security Breach Sensor Nodes in 

Wireless Sensor Networks IoT will be bilateral. Data acquisition is possible in addition to 

transmission. Some possible attacks in this scenario include modifying what might be data on 

the node issued or modified. The next flood will cause many problems in IoT. When we once 

security problems from Android Connect IoT to android, unlike IOS android, this is an open 

source network, i.e it can be easily identified. After the front-end devices are hacked, the IoT 

network exposed. The problem of updating software is usually faced by developers because it 

is high cost and memory, they do not update their software and hardware. After the hackers 

discovered devices are easily accessible. Cloud computing in IoT is a big network allows 

sharing of resources and there are some security threats that shared resources face given below. 

In addition, smart mobile sensors and devices can do amazing things broad requirements of 

users and providers. One of the reasons for wireless connectivity The computing power is 

constantly increasing along with the decrease in device development energy consumption and 

improved communication capabilities of devices. An additional check for processing large 

amounts of data from sensors mobile and dynamic cloud computing solutions are also 

provided. Make it happen new services will most likely be based on the use of cloud services. 

this, but it creates additional problems in areas such as management, security, technical 

solutions, infrastructure modeling, mobile device support, and more. 

Conclusion 

In the field of embedded systems, the Internet of Things is a popular asset for the fourth 

industrial revolution, and at the same time has become an important topic for research. An IoT 

system is a heterogeneous system in terms of different software and physical devices are 

connected to each other. Industrial automation with IoT has a big scope in both equipment and 

software, which reduces human intervention and provides monitoring capabilities that can be 

intelligently controlled anywhere in the world It is widely recognized that IoT-related 

technologies and applications are still in their infancy. There still is various issues for industrial 

use such as privacy, security, standardization, technology. Of course it's good Efforts should 

be made to address these various challenges and explore the various characteristics of the 

industry Ensure IoT devices are well equipped in industrial environments. A strong 

understanding of these features and Various requirements such as privacy, security and cost 

are required for IoT adoption and implementation. Networks are brought to standard. The IoT 

is a very complex network that involves connectivity between different communication 
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technologies different types of networks. Currently, there is a lack of a widely accepted 

common platform that can often be the cause delays and communication problems when 

working with large amounts of data at the same time. Integrating IoT with existing IT 

infrastructure requires a lot of work, as integrating IoT devices requires different middleware 

solutions that can become a difficult task to work with existing software and web services 

various industries. In order for new IoT technologies to be adopted and widely distributed, it is 

necessary to protect data privacy and ensure information security are very necessary and 

difficult to achieve because of the variety of technologies currently available does not meet the 

strict safety and security requirements of the industry. O'telbayev Azizbek, a student of the 

Nukus Mining Institute at the Navoi State University of Mining and Technology, gave several 

examples of the processes of their application in mining and presented to international journals 

the methods of automation of mining technologies through microprocessors and the 

technologies in mining at the same time. proved with several examples that it can be used in 

several technological processes. The use of modern technologies plays an important role in the 

development economy of the mine. It is necessary to pay attention to the parameters of 

technologies when automating processes in mining enterprises. Do not set the load beyond the 

limits of the technology, only then the technology will work for a long time without problems. 

In this article, I will inform you that if we install a microprocessor (automatic mode memory) 

in the technology in the mining enterprises, we will prevent the overloading of the technology. 

This ensures the operation of the enterprise and the safety of workers. 
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